COVERING MODELS, PARTIAL INFORMATION, THE ADDITIVE

FLOORS FOR DETERMINISTIC INTEGER FACTORING:

STRUCTURE OF THE LEHMAN-HARVEY START SET,
AND THREE FURTHER FLOORS

SEAN WARD AND MAESTRO

ABSTRACT. The fastest proven deterministic factoring algorithm for a balanced semiprime
N = pq runs in N*/5T°M) operations, and Harvey’s question whether the search over Lehman’s
N'/3 candidates can reach N/% is open. This report defines a covering model that contains
Harvey’s algorithm exactly and, up to factors N°®)| those of Lehman and Harvey—Hittmeir,
and proves its floors: N'/® candidates, N*/° with materialised giants, N 1/6 with free giants.
The exponents persist for p > N?/5, the first two against fixed-degree forms and adaptive cell
queries respectively, and thinning by a residue hypothesis modulo q < N*/?° buys at most a
power of loglog N. Given an interval of length L = N> containing p, a localised search costs
NeM [3/5 N=1/10 ' matching the model’s floor for A > 3/8; for N6 « L < N3/8 the in-model
cost is classified by the interval’s Diophantine depth; a known residue p mod M, M < N1/7,
gives N5+ pr=2/5 1n the explicit-difference model an N/ search needs a difference cover,
and the additive structure of the window starts governs every such cover: proved lower bounds
r1/3 (modulus-free) and N'/*2 (at r = N/3; for the squarefree shell, for almost all N) against
upper bounds 2.17%/% and 6N?/°, with the envelope problem open. Further, a common factor
g=N7of p—1and ¢—1 lets N be factored deterministically from N alone below N/ for every
~ > 1/20, by composing McKee-Pinch’s progression search, made deterministic, with Pollard—
Strassen on N — 1 and Harvey—Hittmeir’s order selection; a fixed list of elliptic curves factors
every product of two primes from a range once its exposure labels separate, with computed sep-
arating lists for three dyadic ranges below 22%; and NFS polynomial selection has a random-root
floor Nl/(dﬂ)*o(l), a rigorous resultant floor and, under a stated counting heuristic, no room to
move the GNFS constant. Every rigorous floor is a theorem inside a stated model, the heuristic
optima are labelled as such, and nothing here is a lower bound on factoring.
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match, and Harvey’s Algorithm 4.1 realised by a product tree and multipoint evaluation modulo
N with the baby scan when the aggregate gcd is N — and run on 240 moduli N = pq constructed
asp =1+ kg, ¢ =1+ lg with g = 2¢ for a prime ¢, ged(k,l) =1, k <1 < 2k (so q/p < 2), k
and g each of about a quarter of the bits of N, and N of 36 to 44 bits, by rejection sampling
from a seeded generator; the values of k ranged over [259,2014] and those of g over [334,2042].
The size of k matters for the check: with k or [ equal to 1 every non-liar base factors N at
the immediate step ged(8 — 1, N) and the search never runs. All 240 moduli were factored,
239 of them by the collision search and one at the immediate gecd (a component order equal to
1); the base &« = 2 was a non-liar in every case, as expected since the liars form a subgroup of
density 1/k modulo p. For the successful base the two component orders were recomputed from
the known factors: the least exponent e = min(ord, /3,ord, 3) was at most 2014, and the ratio
¢/(v/N/g), which Lemma 26.2 bounds by 1, had maximum 0.9955 and mean 0.50 over the 239
collision cases, exceeding 0.9 in 21 of them. This checks the implementation and the inequality
e <VN /g on the tested population, not the asymptotics; the moduli, seed, per-modulus orders,
exponents and search horizons are archived with the report.

Routes B and C of Section 28 were run, with g supplied, on 48 constructed balanced moduli
of 33 to 56 bits with ged(p — 1,¢ — 1) = N7, 0.024 < v < 0.312, and the base @ = 2 (no baby
collision occurred, so no other base was needed). Route B factored all 48, with babies plus giants
between 1.01 and 1.92 times y/n on the 20 moduli with n > 100 candidates — an object count,
not a count of bit operations — and Route C factored all 48 within n trials; 24 reruns with a
proper common divisor in place of the ged also factored their moduli. The recovery of g, the
dovetailing and the order selection were not run; at these sizes they do not arise.

30. WHERE THE CLASS ARISES

The class of moduli with a large common factor is the exceptional set of a conditional pro-
cedure in Part 1, whose Proposition 7.3 states: for a balanced semiprime N = pg that survives
a Fermat preprocessing of N1/6+°(1) square tests, and under a uniform evaluation hypothesis of
exponent ~ for the interval sub-products of a certain product of N1/3+°(1) factors, a breadth-
first bisection of that product factors N in (14 Z,)N 7/3+0(1) ring operations by trying the bases
a=2,3,...up to (log N)*, unless ged(p — 1,q — 1) > N°?*/(2/C(log N)?); here Z, is a width
parameter of that product. Lemma 26.2 and Corollary 27.1 dispose of the exception from N
alone: every balanced semiprime with g > N%/24/(21/C(log N)?3) is factored in N7/48+°(1) gpera-
tions when g < (p—1)*/*/(log N)? and in O¢ (N (8ve)+e) gperations otherwise. Consequently
a conditional algorithm of exponent ¢ for the non-exceptional moduli extends to all balanced
semiprimes with exponent max(t,7/48) (up to o(1)), which equals ¢t whenever ¢ > 7/48; for a
target exponent below 7/48 the intermediate range N°/24—°(1) < ¢ < (p — 1)3/*/(log N')® would
contribute its N7/48+°(1) term, and the class needing separate treatment would be exactly that
range.

Part 5. Exposure labels and finite separating certificates for a deterministic
fixed-list elliptic curve method

Summary. For N = pqg with distinct odd primes p and ¢, a fixed list of elliptic curves, run with a
stage-1 bound B; and an exact stage 2 to By, factors IV as soon as one curve behaves differently modulo
p and modulo g. We make this precise through an exposure label — for each curve and prime, the
residual order of the stage-1 point if it is at most By, or one of three degenerate construction states,
or no exposure — and prove that a curve factors N if and only if the two labels differ, so that distinct
label vectors over a set of primes form a finite certificate that the list factors every product of two
distinct primes from the set. Such certificates are computed for every prime of [2!8 219) [220 221) and
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[222,223) with ten, eleven and twelve Suyama curves. Under the conjecture that an explicit family
separates in logarithmically many curves, the method with stage-1 bound By = z!/* and B, = B? is
a deterministic N/ (2®+o(1) algorithm for products of two primes with bounded ratio; heuristically the
route costs Ly[1/2,1] = exp((140(1))y/Iog N loglog N) and cannot compete with the number field sieve.
Unconditionally, Pollard’s p — 1 method with base 2 succeeds on a positive proportion of the semiprimes
with both prime factors in (z'~¢, 2], in Og(N?/?) multiplications for every # > 1/(2+/e) and small enough
e€: a success theorem for a partial algorithm, not an improvement of any worst-case guarantee.

31. INTRODUCTION

The elliptic curve method [50] factors N = pg when a random curve has a smooth order
modulo one of the primes. It is analysed as a randomised algorithm for each target prime. Here
we ask a different question: for a fixed list of curves, chosen without knowledge of N, which
pairs (p,q) does the list factor, and how long must the list be to factor every pair of primes
in a range? To our knowledge the best proven deterministic exponent is Harvey’s N1/5+o(1)
[31]; a fixed curve list with a logarithmic separating length would give, for semiprimes with
bounded prime ratio, N1/6t°(1) at 4 = 3 by a mechanism unrelated to Harvey’s, and N¢ for
every fixed € under the conjecture stated below. We are not aware of any asymptotic covering
or separating theorem for an explicit fixed curve family of this kind, unconditionally or under
GRH; the rigorous analyses of the elliptic curve method [50, 54] average over a random curve.

The observation that organises this part is that coverage is the wrong criterion. A curve that
succeeds modulo both primes with the same residual order gives gcd = N; what factors N is
a difference between the two primes’ behaviour, and the right bookkeeping is a label per curve
and prime fine enough that equal labels mean exactly “no one-sided relation”.

The results are as follows. The label criterion (Proposition 32.4): a curve factors N if and
only if the two labels differ, and a deterministic scan of the stage-2 atoms in key order may
stop at the first two-sided atom. The finite certificates (Table 12): the first ten Suyama curves
at (B1, B2) = (64,4096) separate every prime of [2!8 219), the first eleven at (102,10321) every
prime of [220,221) and the first twelve at (161,26008) all 268216 primes of [222,223), while
the collapsed binary signatures of the same predicate need 46-79 curves on the four smaller
intervals and had not separated the largest after 40; at u = 4 (By = /4, By = x1/2) the
separating lengths on all primes of [z, 2x) are 31,32, 36,53 at x = 216,218 220 922 with coverage
lengths 33,35,41,53. The implementation factors all 616 test pairs in at most three curves,
and a counter of its ladder, differential-addition, inversion and product multiplications (the
polynomial arithmetic excluded) has fitted exponent 0.175 against the predicted 1/6 up to
logarithmic factors. Conjecture 33.1 (logarithmic separating length for an explicit family) gives
the deterministic N/ (2w+e() algorithm for bounded prime ratio and every fixed u; the route
costs Ly[1/2,1] := exp((1 + o(1))v/log N loglog N) heuristically; a non-uniform deterministic
Ly[1/2,1] algorithm exists, and the two-sided degeneracy of the p — 1 method is recovered by
the binary Miller chain iff the 2-adic valuations of the two orders differ (Proposition 35.2). For a
random list, pairwise separation in O(logx) curves follows from two-sided exposure-probability
bounds with CRT independence and a Deuring—Lenstra anti-concentration estimate (Proposition
33.2); the content of the conjecture is explicitness. Finally, Proposition 35.3: for every 6 €
(1/(2y/e),1/2) and every € € (0,1/4) with 6(1 —¢) > 1/(24/e), Pollard’s base-2 p — 1 method
succeeds on a positive relative proportion of the semiprimes N = pg with 2'7¢ < p,q < z
in Og(N??) modular multiplications, from the theorems of Friedlander and Fouvry on shifted
primes; letting € and the exponent slack tend to zero jointly gives exponents arbitrarily close to
1/(44/e) = 0.151632... < 1/5.
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32. EXPOSURE LABELS

Fix By < By and let L = lem{¢¢ < B;}. For a Suyama parameter o [10], the Montgomery
curve [60] By? = 2%+ Az? + x with ags = (A +2)/4 and its starting point are constructed from
U =0? -5 and V = 40 through the denominator 16U3V; stage 1 computes @ = [L]P on the
z-line.

Definition 32.1 (exposure label). For a prime p, set \,(p) = —1 if 16UV = 0 (mod p);
otherwise set A\,(p) = —2 if ag4 = 0 (mod p) and A\s(p) = —3 if agy = 1 (mod p) (the curve
A = F2 is singular); otherwise set A\,(p) = d, the order of Q modulo p, if that order satisfies
d < By (so d =1 is a stage-1 success), and A, (p) = 0 if the order exceeds Bs.

Proposition 32.2 (signatures factor pairs). Let P be a finite set of primes and Ai,..., Ak
deterministic ring computations such that if A; succeeds modulo exactly one of p,q then its ged
step factors N = pq; write s;(p) = 1 if A; succeeds modulo p and s;(p) = 0 otherwise, and
s(p) := (s:(p))i<i € {0, 1}, If the signatures s(p) are distinct for every pair of distinct primes
p,q € P, then the K computations factor every pq with distinct p,q € P (a perfect-square test
handles p = q; a computation that succeeds modulo both primes returns gcd = N and is passed
over). Coverage is neither necessary nor sufficient for this.

Proof. Distinct signatures supply an i with s;(p) # s;(q), hence a one-sided ged. A set in which
one prime has the all-zero signature and all others are distinct is separated but not covered; two
primes with the same nonzero signature are covered but not separated. O

Remark 32.3. Every binary separating family has K > [logy |P|], so logarithmic length is
optimal up to a constant factor (labels with more than two outcomes can beat the binary
bound). For ECM the conservative binary success bit collapses the construction-denominator
and final projective-Z paths into one coordinate; analogous collapses define the bit for the p £+ 1
methods.

Proposition 32.4 (the label criterion). Let p and q be distinct odd primes, N = pq, and let the
deterministic computation on N take the geds of the denominator, of asq and of asqy — 1, of the
stage-1 Z-coordinate, and run a stage 2 that tests exactly the relations [v]Q = O for 1 <v < By
through the x-coordinate atoms described in Section 34: identity atoms [v]Q = O, taken first,
and collision atoms z([tm]Q) = z([r]Q), 1 <r <m, 1 < t, formed only from points that are the
identity modulo neither prime. In the projective form X1Zs — XoZ1 a point with Z = 0 modulo
a prime is the identity there whatever its X — the ladder returns the identity as (X : 0), and as
(0 : 0) when it is reached as [j]Q = O with z([j — 1]Q) = z(Q) = £1, i.e. from a point of order
4 with [2]Q = (0,0) — so the identity atoms detect every such point: one that is the identity
modulo one prime only is a proper factor, and one that is the identity modulo both is excluded
from all subsequent collision atoms. For the remaining points, whose Z is a unit modulo both
primes, a collision atom wvanishes modulo a prime exactly when the affine x-coordinates agree
there, i.e. when [tm]Q = £[r]Q, i.e. when [tm +7]Q = O or [tm — r]Q = O modulo that prime,
since on a Montgomery curve the x-coordinate determines a point up to sign. Then the curve
factors N if and only if Ay (p) # As(q); moreover, if each identity atom [v]Q = O is assigned the
key v and each collision atom z([tm]Q) = z([r]Q) the key tm + r, an implementation scanning
the atoms in nondecreasing key order may stop at the first vanishing two-sided atom.

Proof. If the negative labels differ, or if exactly one of the two labels is negative, one of the
three construction geds is proper. If both labels are non-negative and differ, let D,,, D, be the
actual orders of the two stage-1 points. Since the labels differ, at least one of D,,, D, is at most
Bs; let a < Bs be the smaller exposed order and e > a the other actual order (either both are
at most B and unequal, or the label on the e-side is 0 and e > By). Write a = tm + r with
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m = |v/Bz| +1and 0 <r < m. The atom at key a — the baby identity [a]Q = O if t = 0, the
giant identity [tm]Q = O if r = 0, or the collision z([tm]Q) = x([r]Q) — vanishes modulo the
a-side; on the other side it tests only the relation indices a and tm —r < a, neither a multiple of
e > a, so it does not vanish: the atom is one-sided. Every atom of key smaller than a tests only
relation indices smaller than a, hence vanishes on neither side, so the first vanishing atom in
key order is one-sided and the scan may stop at the first vanishing two-sided atom. Conversely,
equal labels yield only two-sided outcomes: the same construction degeneracy occurs on both
sides; no relation occurs when both orders exceed Bs; or, when d, = d,, each tested relation
has the same truth value on the two sides ([v]Q = O holds on both exactly when d, | v; every
vanishing identity atom is then two-sided and its point excluded, and every remaining point has
a unit Z on both sides, so each collision atom vanishes on both sides or on neither). t

Distinct label vectors (As,(p)); over P therefore certify that the list factors every product of
distinct primes of P. The collapsed bit [A # 0] of Proposition 32.2 is sufficient but discards most
of the information. The stopping clause is for a scan in nondecreasing key order; a preparatory
scan of the identity atoms in a different order (Section 34) must not stop at a two-sided identity,
and must exclude its point from the collision atoms.

33. HOwW LONG MUST THE LIST BE?

33.1. The random-signature law. If independent random curves succeed with probability 60
on each prime, one binary coordinate fails to distinguish a fixed pair with probability R(0) =
6% + (1 — 0)?, so the expected number of unresolved pairs after K curves is (5)R(#)* and the
separation threshold is K ~ 2Inn/(—In R(f)). Since R(A) > 1/2 with equality at § = 1/2,
a binary coordinate removes the largest fraction of unresolved pairs when its success rate is
one half — for a separating family the per-member success rate should be tuned to 1/2, not
maximised, and near-fair signatures separate n primes in about 2logy n members. For a label
with distribution (7) the collision probability is Rjaper = Y, 72, and a larger alphabet can
separate faster without changing the group operations. These are heuristics, checked below.

Conjecture 33.1 (E, explicit ECM separation). For fized u > 1 and C > 1 put B; = z/
By = BI. There is Cy ¢ such that the first Cy clogx Suyama parameters, run with stage 1
and the exact stage 2, have distinct exposure-label signatures on all primes in [z,Cx] for all
sufficiently large x.

If true, the list factors every N = pq with distinct primes and ¢/p < C' deterministically in
NY/2w+e() ring operations: choose 2 = 1/N/C, so both factors lie in [z, Cz]; stage 1 costs
BlHo(l) and a stage 2 that evaluates the product of the baby polynomial at all giants by one
product tree and one quasi-linear multipoint evaluation costs 321/ 2+o(l) _ Bi“(l). At u =3
this is NY/6+o(1) Taken for every fixed u, the conjecture gives, in this bounded-ratio setting,
a deterministic N¢ algorithm for every fixed £ > 0 (one algorithm per €), so it is deliberately
strong; finite tests can expose an exceptional-prime tail but cannot establish it. The conjecture
concerns the unbounded list; the implementation of Section 34 caps its list and evaluates stage

2 in fixed blocks, and neither restriction belongs to the asymptotic statement.

33.2. Randomised lists. Conjecture 33.1 asks for an explicit list. For a random list, separation
follows from bounds on the exposure probabilities alone. Let u be the distribution that draws
a, o, yo uniformly from [1, M] with M > 2® and forms the curve y?> = 2% + ax + b, b :=
Y2 — 23 — axp, with the point P = (z0,y0) (Lenstra’s ensemble [50]); its labels are defined as
in Section 32 with the singular curves as the degenerate state. For a prime p write 6, for the

probability that a curve drawn from p has a non-zero label at p.
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Proposition 33.2 (randomised separation). Fiz u > 1 and a constant 6 € (0,1/2], let B; =
z/v, By = B2, and suppose that every prime p € [r,2x) satisfies 0 < 0, < 1—0. Then
for x > xo(u,0), K := [3logz/(6(1 — 0))] independent draws from p have pairwise distinct
exposure-label vectors on all primes of [x,2x) with probability at least 1 — 1/x.

Proof. Fix distinct primes p,q € [z,2z). The label at p depends only on (a,zg, yp) mod p and
the label at ¢ only on the reduction modulo g; since M > 23 > pq - 2/4, the joint distribution
of the two reductions is within total variation O(1/z) of the product of uniform distributions
(Chinese remainder theorem), so the two labels are independent up to that error. Write m,(s)
for the probability of the label s at p. Then

Prid, =X < (1—0,)(1—6,) +mp(1)mg(1) + Zﬁp(s)wq(s) + Pr[both degenerate] + O(1/x).
s>2

The degenerate term is O(1/z2). If the label at p is s > 2 then, for every prime £ | s, £v¢(E)+ve(s)
divides the order of P and hence #E(Fp), so ms 1= s]]y, ¢veL) divides #E(F,), and ms > By

because ¢*¢(1)+1 > By by the definition of L. Let Sy, (p) :={n : [n — (p+1)| < 2\/p, m | n}, so
that |S,,(p)| < 4,/p/m+ 1. We use the following estimate, which follows from the ingredients of
Lenstra’s Proposition (1.16) [50] — Deuring’s theorem, which expresses the number of pairs (a, b)
with a given order through a Kronecker class number, and the class-number bound H(A) <
|A|Y2(log|A])(loglog |A[)? — applied to every order in the Hasse interval (Lenstra states the
proposition for [n —(p+1)| < |/p, a restriction his lower bound needs and the upper bound does
not), and transferred from uniformly random curves to the curve-with-point ensemble p, whose
weighting by the chosen point changes each probability by a factor 1+O(p~'/?) and whose finite
box adds a discrepancy O(p/M): the probability under p that m divides #E(F,) is at most
C(log p)(loglog p)?(1/m 4 p~'/2). Hence m,(s) < C(logp)(loglogp)?(B; ' + p~'/?) uniformly in
s> 2, and ) oo mp(8)m(s) < maxg>2my(s) = o(1). Since m,(1) < 6, the remaining terms are
at most (1 —0,)(1 — 0,) + 0,0, = 1 — 0, — 0, + 20,0,, a bilinear function whose maximum over
0p,0, € 10,1 —6]is 1 —20(1—0). So one draw fails to separate p from g with probability at most
1—-6(1—0) for x > xo(u, f), chosen so that the o(1) terms total at most #(1 —6); K independent
draws fail with probability at most exp(—K6(1 — 6)) < 273, and a union bound over the fewer
than 2 pairs gives the claim. O

The hypothesis is two-sided: a lower bound on the exposure probability is the hypothesis on
smooth numbers in the Hasse interval under which the running time of ECM is analysed [50],
and an upper bound could come, for example, from a positive proportion of point orders with a
prime factor above Bs (other residual orders exceeding Bo are possible too), which is open for
the same short-interval reasons; heuristically 6, ~ 0.45 at v = 3 for this ensemble [3], and the
measured Suyama rates are 0.69-0.81 (Table 12). Conditionally on the hypothesis, the resulting
non-uniform curve-list advice has O(logz) curves and O(logx log M) bits — O(log? ) bits for
M = z°0); what Conjecture 33.1 adds is explicitness (and the passage to the Suyama family,
for which the same argument needs the analogue of the class-number bound).

33.3. Full-population computations. For every prime of the dyadic intervals [z,2z), © =
214 916 218 920 922 (= 1612, 5709, 20390, 73586, 268216 primes), the labels of the Suyama
curves 0 = 6,7,... were computed exactly at B; = round(z!/*), By = round(z%*) by a vec-
torised Montgomery ladder. The computation refines the partition of the primes by label prefix
curve by curve, and computes a later curve’s label only for the primes whose class in the exact
partition or in the binary partition is not yet a singleton; since classes only refine, this determines
the coverage and separating lengths exactly without computing the whole label matrix. The
label routine is checked in the accompanying test suite against scalar point orders and, end to
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end, against the algorithm (one curve factors pq iff the labels differ, on every pair of consecutive
primes of a small range).

U T n Bi, By exposed rate (curve 1) Koy Kéggel Kgep binary
3 21 1612 25,645 0.806 5 6 79
3 216 5700 40,1625 0.769 7 7 51
3 218 20390 64,4096 0.746 10 10 47
3 220 73586 102,10321 0.715 12 11 46
3 222 268216 161,26008 0.691 13 12 > 40
4 24 1612 11,128 0.407 20 19 27
4 215 5709 16, 256 0.324 33 31 34
4 28 20390 23,512 0.311 35 32 34
4 220 73586 32,1024 0.291 41 36 46
4 222 268216 45,2048 0.253 53 53 55

TABLE 12. Covering length (every prime exposed by some curve), label-
separating length (all label vectors distinct) and the separating length of the
binary projection [\ # 0], on every prime of [z, 2x). At u = 3, x = 2?2 the binary
projection had not separated after the 40 curves computed (18 pairs remained
unresolved).

The exact labels separate in 6-12 curves at « = 3 — 6,7,10,11,12 at 2 = 214,216 218 920 922
i.e. increments of 1,3,1,1 across successive quadruplings of x — consistent with slow, at most
logarithmic, growth. The binary projection of the same predicate needs 46-79 on the four
smaller intervals, because its success rate 0.69-0.81 is far from the optimal 1/2, as the design
rule predicts. A coarser bit does better: call the one-large-prime bit of a curve at p the event
that the construction denominator vanishes, the stage-1 point is the identity, or the residual
order is a prime in (Bj, By] — the classical stage-2 success condition, which omits the singular
states and the composite residual orders; it separates the four smaller populations in 24, 32, 39, 37
curves. Hence for (By, By) = (64,4096) the first ten Suyama curves are a finite certificate for
every product of distinct primes in [2'8,219), for (102,10321) the first eleven certify [220,221),
and for (161,26008) the first twelve certify [2%2,223) — computer-verified separating lists whose
certificate is the parameter pair and the list of curves, verified by recomputing the labels, which
the accompanying code does in minutes; the archived record is the class counts after each
curve. At 22?2 the uncovered fraction after k curves is 0.309,0.097,0.030,0.010,0.0033, .. ., close
to 0.31%, and the last pair is separated by the twelfth curve. (With parameters derived from N
the certificates do not apply literally.) At u = 4 the exact labels separate every pair on all five
intervals; the lengths 31,32, 36,53 at = = 26, ..., 222 have increments +1, +4, +17, the last far
larger than the earlier ones.

The separation tail is structured. For the six one-large-prime runs on the three smaller
intervals (stage 1 alone and with the stage-2 continuation), the pairs still unresolved at the
last recorded snapshot before separation number 311 in all, and p = ¢ (mod 3) holds for 195
of them (0.63), compared with 0.50 for random pairs of the same populations. This is a finite
verified enrichment; its explanation through the residue dependence of curve orders on p mod 3
is heuristic. Plain Montgomery curves — A = 7,8,... with starting z-coordinate 3, without
Suyama’s forced 3-torsion — have one-large-prime success rate near 1/2 at v = 3 and separate
the three smaller populations in 22, 26, 30 curves by that bit, compared with Suyama’s 24, 32, 39
and the birthday thresholds 2logy n = 21.3,24.9, 28.6.
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34. THE ALGORITHM

The implementation tests N for a perfect square, derives x = \/N/C, B; = round(xl/ “),
By = round(z%/*), and runs ¢ = 6,7,. .., capped at 400 curves. For each curve, the implemen-
tation takes the construction ged and the singularity ged ged(agq(agq — 1), N), backtracking to
ged(agq, N) and ged(agq — 1, N) when that ged equals N; runs stage 1 and takes the ged of
its projective Z-coordinate; and runs a stage 2 over Z/N with m = |/By] + 1, T = |Bs/m],
R = By — T'm: baby points j@, 1 < j < m, giant points i(m@), 1 < i < T, preparatory identity
geds (a proper ged is returned at once; a point that is the identity modulo both primes, whose
ged is N and carries no factor, is removed from the baby and giant lists and the search contin-
ued), batch inversion, F(t) = [[;(t — z(j@Q)) by a product tree evaluated at the giants i < T,
the partial product over j < R at giant T, the ged of the product, and, when backtracking is
required, geds of the O(y/Bs) row products in increasing giant order followed by at most O(y/B3)
individual atoms of the first non-trivial row in the nondecreasing key order of Proposition 32.4
(babies increasing within the row) — O(y/Bz) geds, not a scan of By atoms — stopping at the
first vanishing two-sided atom. The tested values are exactly [1, Bs], so the curve factors N
iff the labels of Proposition 32.4 differ. Per curve the ladder work is O(Bj) group operations.
The evaluation of F' at the giants is done in fixed blocks of 4096 points, each block evaluated
independently, to bound memory; this is not the single quasi-linear multipoint evaluation of the
complexity statement after Conjecture 33.1, and no asymptotic claim is made for the blocked
form.

Measurements. By counted multiplications we mean the number of modular multiplications
performed in the Montgomery ladders and differential additions, the products of projective Z-
coordinates, the batch inversions and the row products; the coefficient arithmetic inside the prod-
uct tree and the multipoint evaluation is not counted. With the explicit parameters (64,4096),
on 500 random prime pairs from [2'® 219) (unordered, distinct, from a seeded generator) plus
the 116 distinct pairs of the one-large-prime separation tail of that interval, all 616 were factored
(maximum 3 curves, mean 1.08, counts 565/50/1 at one/two/three curves; 145 by stage 1, 471
by stage 2; the algorithm succeeded no later than the one-large-prime separation index — the first
curve whose one-large-prime bits differ at p and g — on every pair, and strictly earlier on 54.7%).
On 20 balanced semiprimes per size (¢/p < V2, from a seeded generator) at 32, 40,48, 56, 64
bits with u = 3, C' = 2 and N-derived parameters, the mean curve count is 1.0-1.2, the mean
counted multiplications per modulus are 1104, 2715, 8920, 22 725, 48 358, and the fitted exponent
of the counted multiplications against the bit size is 0.175 against the prediction 1/(2u) = 0.167
up to logarithmic factors, with a curve-count exponent of 0.003. Scaling, on single instances with
wall-clock times and peak resident memory: blocking the multipoint evaluation cut a 128-bit
u = 3 run from 179 s and 6.46 GiB to 96 s and 3.01 GiB; over the 120-, 124-, 128- and 136-bit
instances the peak memory fits the empirical line 1.46 KiB - B; 4+ 13 MiB; fixed u = 3 reached
136 bits in 203 s with 7.78 GiB, while larger u trades memory for curves (u = 4: 144 bits in 129
s and 405 MiB with 3 curves, 160 bits in 81 s and 1.44 GiB with 1 curve; u = 5: 180 bits in 671
s and 422 MiB with 10 curves). A greedy multi-u schedule — choosing at each step, among the
curves 0 = 6,...,17 at each of u € {2.5,3,3.5,4,4.5}, the one resolving the most pairs per unit
of By — was slightly worse than the best separating fixed-u prefix from the same candidates on
the two populations tested (152 against 150; 324 against 264 in the work proxy »_ Bj): cheap
high-u coordinates leave an expensive cleanup tail.

35. WHAT THE ROUTE CAN AND CANNOT GIVE

Write Ly (s, ¢] := exp((c+ o(1))(log N)*(loglog N)'~*). Each curve’s exposure probability is
modelled heuristically by the semismoothness [3] of a group or point order of size N 1/2+0(1) g0,



100 SEAN WARD AND MAESTRO

under the random-signature and semismoothness heuristics extrapolated uniformly as u grows,
the optimised fixed-list model is Ly[1/2,1] — the classical ECM heuristic, here as the cost of a
fixed list — against the number field sieve’s Ly[1/3, (64/9)'/%] [64]: in leading L-formulas, 265
against 2639 operations at 512 bits, 278 against 2868 at 1024, 21464 against 21169 at 2048 —
formal values of the leading formulas, not operation counts of implementations. Exact labels,
torsion families, better chains and batching change constants; the route’s content is determinism
and the finite certificates, not speed.

Proposition 35.1 (non-uniform derandomisation). Let U,, = Lan[1/2,1] uniformly bound the
expected running time — measured in bit operations, each random bit read costing one operation
— of the Lenstra—Pomerance algorithm [54] on n-bit inputs. For every n there is an advice string
wy, of length O(nU,,) such that a deterministic algorithm with access to wy, factors every n-bit
integer in time O(nU,).

Proof. Run the algorithm with a fixed random string truncated after 4U,, steps; by Markov it
succeeds with probability > 3/4 on every input. With n + 1 independent strings the failure
probability on a fixed input is < 4~ and the union bound over the < 2" inputs shows that
some choice of strings succeeds on all of them. Each truncated run consumes O(U,,) random
bits, so the concatenated advice has length O(nU,,). O

This is Adleman’s argument [1] with subexponential advice. A uniform deterministic subex-
ponential algorithm would follow from an explicit construction of such advice; a smoothness
separating family is one candidate shape for it, and Conjecture 33.1 is the fixed-u version.

Proposition 35.2 (Miller’s descent). Let p,q be distinct odd primes, N = pq, ged(a, N) = 1,
ord,(a) = 2/ru, and ord,(a) = 21u, with uy,u, odd, and let E = 2°m (m odd) be a common
multiple of the two orders, as delivered by a two-sided p — 1 collision o =1 (mod N). Testing
ged(z; — 1, N) along the binary chain xj = a?™ 0<j<s, yields a proper factor iff Jp 7 Jq-

Proof. Since both orders divide E, uy, uq | m and jp, jq < s,s0 x5 =1 (mod p) first at j = j, and
(mod q) first at j = j,. If j, < jq then ged(x;, — 1, N) = p, and symmetrically; if j, = j; > 0
then x;, 1 has order 2 modulo both odd primes, hence is —1 modulo both, and no ged in the
chain is proper; if j, = j, = 0 there is no 2-adic descent. [l

This is the criterion for Miller’s binary chain [59] only: descent by an odd prime dividing one
order and not the other can recover further cases when E can be factored.

A positive-density success theorem. The asymptotic running-time conclusions above for
the explicit fixed-list smooth-order route are heuristic or conditional. We give one unconditional
positive-density statement about the smooth-order route. It is an elementary corollary of two
classical theorems on shifted primes, and we record it as the rigorous reference point of the route:
it concerns the success set of a deterministic partial factoring algorithm — one allowed to fail on a
complementary positive proportion — and is not an average running-time bound for an algorithm
that factors every input. Let PT(n) denote the largest prime factor of n. Friedlander [26] proved
that for every 6 > 1/(2/e) = 0.30326.. .. there is ¢;(0) > 0 with #{p <z : P*(p — 1) < 2%} >
c1z/logz for all large x — a positive proportion of the primes; the record exponents 0.2961 [4]
and 0.2844 [51] are stated as infinitude results (infinitely many primes p with P (p — 1) < p?),
not as positive proportions. Fouvry [25] proved that there is a fixed exponent a > 2/3 — one
may take o = 0.6687 in the published numerical form — and ¢ > 0 with #{q < x: PT(¢—1) >
q“} > cox/log x. The algorithm Ay is Pollard’s p — 1 method [68] with base 2: on input N put
B :=[N%?], E = HKSB, ’ primeﬂlogN/log“ and g := ged(2¥ — 1 mod N, N), and output g if
1 < g < N. It is deterministic. Since log, E' < 7(B)logy N, binary exponentiation (prime power



FLOORS FOR DETERMINISTIC INTEGER FACTORING 101

by prime power, without materialising F) costs at most 27(B)logy N + O(1) multiplications
modulo N; with 7(B) < B/log B and log B = (6/2)log N + O(1) this is Og(B) = Op(N?/?).
Prime generation and the final gcd add only factors polynomial in log N to the bit complexity.

Proposition 35.3 (positive-density success of the p — 1 method). Fiz 0 € (1/(2/€),1/2) and
e € (0,1/4) with(1—e) > 1/(2/e). There are c = ¢(0,¢) > 0 and xg such that for every x > xg,
at least cm(x)? of the ordered pairs (p,q) of distinct primes in (x'7%, 2] satisfy Ap(pq) = p.
Hence a positive relative proportion of the semiprimes N = pq with ¢ < p,q < x are factored
deterministically in Og(N?/?) multiplications modulo N . For fired ¢ the admissible exponent 6 /2
can approach 1/(4y/e(1—¢)); lettinge | 0 and 0 | 1/(2+/e) jointly, subject to O(1—e) > 1/(2+/e),
brings it arbitrarily close to 1/(4y/e) = 0.151632.. ..

Proof. Put ¢ :=0(1 —¢) and S := {p € (z'~%,2] : P*(p—1) < 2”}; by Friedlander’s theorem
at 0, |S| > c1(0)z/logz — w(x17°) > Leyx/loga for large . Let Q = {q : ordy(2) < 2172}
a prime with ord,(2) = d divides 2¢ — 1, which has fewer than d prime factors, so |Q| <
Sgeat-ad < 2720 = 200626 Lot G = {qg € (x'7%,2] : PT(¢— 1) > ¢°} \ ©; by Fouvry’s
theorem |G| > %CQI’/IOg:U for large 2. Take p € S, ¢ € G, p # q, and N := pq € (z*7%¢,22]. (i)
B> N2> 2% > Pt(p—1), and every prime power ¢* | p—1 has £ < N, sov < |log N/log/];
hence p —1 | E and p | 26 — 1. (ii) If ¢ | 2F — 1 then ord,(2) | E is B-smooth. Since
B <zl +1 < 22079 < ¢ < Pt(q—1) for large z (as a(1 — &) > 3a/4 > 1/2 > 6), the prime
PT(q — 1) does not divide ord,(2), and ord,(2) | ¢ — 1 gives ordy(2) < (¢ —1)/PT(qg—1) <
¢ < 2179 ie. ¢ € Q, a contradiction. So g = ged(2¥ —1,N) = p. (iii) The pairs number
at least |S||G| — |S NG| > fcica(z/logz)? — x > cm(x)? for large z, with ¢ := c1c2/7, by
m(x) < 1.26x/logx [74]. Each semiprime pg arises from at most two ordered pairs, so the
semiprimes factored number at least cm(x)?/2, a positive proportion of the fewer than 7 (z)2/2
semiprimes of the family. O

Remarks. (a) On S x G neither the two-sided outcome g = N nor the failure g = 1 occurs;
on the whole population both do. (b) For independent primes near z the smoothness heuristic
predicts that p — 1 is 2%-smooth with probability ¢ = p(1/6) (Dickman’s p); if in addition the
exceptional event ord,(2) | £ with p — 1 not B-smooth has density o(1), the idealised one-
sided success rate is 2p(1 — p). At 6 = 0.31, p(3.2258...) = 0.02997 and 2p(1 — p) = 0.0582
— a Dickman proxy, not an established asymptotic; the lower-bound set .S of the proof has the
smaller parameter §’ = 6(1 — ¢) and Dickman density p(1/6’). We ran A 31 on 2000 balanced
semiprimes (q/p < v/2, from a seeded generator) at each of 40, 48, 56, 64 bits, with B = [N?-195]
between 67 and 967: it factored 204,178,165,152 of them (0.102,0.089,0.083,0.076, binomial
standard errors below 0.007), returned g = N for 8,8,6,7, and failed on the rest — decreasing
over these four sizes and above the proxy, consistent with a finite-size excess of smooth shifted
primes; the data do not establish convergence. The order anomaly of step (ii) — a factor whose
shifted prime is not B-smooth but whose order of 2 divides E — occurred for 2,2, 0,0 of the 2000
moduli. (c) With the stage 2 of Section 34 (By = B2, cost still B'+°(1)) a (B, B?)-semismooth
p — 1 is a sufficient exposure condition on the p-side, not a necessary one (ord,(2) may be a
proper divisor of p — 1); a one-sided theorem again needs the other side excluded, which the
Fouvry set provides by the same order argument when B? < P*(q—1), i.e. for 20 < a(1 —¢). In
the same samples exactly one of p — 1,¢q — 1 is (B, B?)-semismooth for 0.496, 0.482,0.504, 0.483
of the moduli (a measurement, not an asymptotic statement); a positive-proportion theorem
for p — 1 = (2%smooth) x (prime < %%) at some 6 < 1/(2y/e) would lower the exponent
of Proposition 35.3 accordingly, and we have not found one: the shifted-prime results available
[26, 25, 4, 51] concern smoothness or a large prime factor alone. (d) Harvey’s N/ [31] is a worst-
case bound valid for every N; given any slack § > 0, choosing first the balance parameter € > 0
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Ag(Pnin) with the exponential law of mean one by the Kolmogorov—Smirnov statistic and its
asymptotic p-value; all statistics are in double precision. The code and the archived outputs
accompany the paper.
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